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Common User Data Connectivity
Machine Nome: Xerox AltaLink xocxxx [ARSE:IF] Mobile Workflows
IP Address: 10.61.12.168 Maopria Printing Discovery: Encbled
Machine Serial Number: HHZ167519 Mopria Scanning Ennbled
Fax Line1: Authentication Disabled
Machine URL: hatpsi#10.61.12.168 Physical Connections
Machine Activation Date: Nov 15, 2023131504 Wired: Enabled
Total Impressions: 1038 Ethernet MAC Address: 9¢:93:4e:00.8b:9f
! . Ethernet Speed/Duplex Setting: outo
Machine Profile Wireless: * Disabled
Xerox Asset Tag: Wireless MAC Address:
Customer Asset Tag: Netwark Neme (SSIDE
Service Phone Number: B5SID:
Custamner Support Number: Security Mode:
Supplies Phone Number: Encryptian Algarithm:
System Administrator: System Administrator nome fot 4et Status:
Machine Locotion: machine location not set Wi-Fi Direct: Enabled
Managed By Wireless Hardwore: Nat [nstalled
Primary MB Server: Wi-Fi Protected Setup (WP5) Name:

Machine Hardware

Access Point {SSID):
Show Pgssword on Device Tawch Screen;

Fox Card; not present NFC: Enatied
Extended Fax Cord: not present
Fox Card Memory Size: o Ms Protocols
Foreign Interface Cord: not present TCP/1Pva: Enabled
Device RAM Size: 4096 MB IP Address: 106112168
Device Storage Size: used: 4198MB/tatals 256060MB (55D} Subnet Mask: 255.255.255.0
EPC Memory Size: 900 MB Router/Gatewoy: 1061121
Finisher Type: Qffsetting Catch Tray Automatic Addressing DHCP
Fimisher Punch: None DHCP Server 106113.224
Finishes Folder: not present DHCP Lease Expiration: Tue Dec 19 13:30:48 2023
Multi-feed Detection Kiu Not Installed BOOTP Broodcast: Disabled
Self Assigned Address State: Encsbled
General Setup Self Assigned Address:
Remote Services: Enabled TCP/IPv6: Enabled
Remote Software Download: Enabied Link Local Address. f2B0:9¢93:4eff feun:BhIf
Remaote Services Trans. Time: 12:54 Use Router Supphied Prefix: Enabled
Xerox Warkplace Cloud Disabled Stateless Globol Address 12 £d00:0:2:112:9e9 3:4eff FeaxBbSf
E-mai Alerts; Disabled Stateless Global Address 2:
Service Plan; PagePack Manual Address:
Bulling Impression Mode: A3 Impressions DHCP Addressing: Lise DHCP as directed by a router
Geographic Region: Western Hemisphere DHCP Address.
GMT Offset: +05:30 Default Gateway:
Clorng Installation Allowed {(Encrypted Files Only} DUID [DHCP Unique [denufierl:
File Sharing Enabled DNS Settings:
BIG2 Lossless Requested Host Name: XRXICO JLEAABBIF
Energy Saver Verified Host Naome:
Deep Sleep: Enabled Requested Domain Nome;
Energy Saver Made: lob Activated Verified Domain Name:
Smart Proximity Sensor Multicast DNS Enabled
Wake on Arival: Enabled Release DHCP Leases and DNS Regatrats... Disobled
Sleep on Departure: Disabled Primary DNS Server: 1061.7.15
Prefir 1PvS DNS over [Pva: Enabled
Software Versions Bonjour:
Device Softwote: 120.042103.33810 Banjour Frinter Narme: Xerox AltaLink xxxxxx (AA:BB:9F}
Patch Versian: Mane HTTP: Enobled
Network Contraller: 12004233810 Fodcr Traffic over Secure Connection {H.. Yes
LI Pariel Firmware: 003.002.00000 1PP Enabled
Morking Engine: 064.022.000 SNMP
Document Feeder: 001.035.000 SNMP v1iv; Enabled
Finisher: 000,000,000 SNMP ¥3: Disabled
Fox: 000.000.000 LPR/LPD: Enabled
Scanner 017.022.004 Raw IP Printing: Enabled
Machine Upgrades: Not Allowed LDAP
Last Successful Upgrade: December B, 2023 15:47:1% LDAP Server 1 Primary LDAP Address: 0.000:389
. LDAP Server 1 Search Directory Root;
Media Truys LDAP Server 1 Secure Connection (LDA. Disobled
Tray 1: PFlgen, White and A& (210 x 297 mm) LDAR Server 1 Validate Server Certificats .. Disabled
Tiay 2; Plzin, Whie and Letter (8.5 x 117 SMTP
Troy 3 Plain. White ond Letter (8.5 x 117) SMTP Server: 10.61.23.93:25
Tray &: Plain, White and A4 {210 x 297 mm} Connect Encryption {TES): No Erryption
Bypass Tiay: Plain, White and Statement (5.5 x 8.57) Validote Server Certificote {TLS)
Installed Options
Fx Instalied

©2017-2019 Xerox Corporation, All Rights Reserved. Xerox® ond Altalink® are todemnarks of Xerox Corporation in the United States and/or other countries. Bonjour is a trademark of Apple Inc., registered inthe U.S. an
other countries. Trellix is o trademark of Musarubra US LLC. Mopria is a trademark of the Mapria Allionce. Wi-Fi® ond Wi-Fi Direct® are registered trademarks of Wi-Fi Alliancat®. Wi-Fi Protected Setup™, WPA™, WPAZ™
and WEA3™ are trademarks of Wi-Fi Alliance®. The Bluetooth® word mark is o registered trademark owned by the Bluetooth SIG, Inc. and any use of such marks by Xerox is under license.



Xerox” AltaLink® xxxxxx

Protocols (cont.)

POP3
POP3 Server:
POP3 Secure Connection (TLS)
E-mao Address:

NTP:

FTP:

Web Services on Device:

Apps

Printing
Bonner Sheet.

Etior Sheens:

Paper Substitution:
Tray Priority:
PastScript

Level:

Version:
PCL

Version:

Font Name:
Custom Color Tables

Label:

Embedded Fax:
Fax Linel;

Fax Line2:

Server Fax:

Repasitory Protagol:
Repository Server:
Repasitory Document Patk:

Workflow Scanning:

Email:

Scan to Mailbox:
Storage Capacity {MBf
Storage Used {MB)
Cleanup of Public Folders:
Cleanup of Creqted Folders:
Cleanup Time:

Scan to Home:

Scan To:

Cloud Services:

Print From:

Saved Jobs for Reprint:
Print From USB

Prink From MarlBox:
Cloud Services:

Accounting

Account:ng Mode:
Network Accounting.

Security

Authentication Configuration
Machine UI Authentication:
Home;
Jobs:
Device:
Device Website Authenticatsnn
Authorizotian
Retrigve E-mail from LDAP:
Authentication Server:
Xerox Secure Access:
Audit Log:
IP Sec:
IP Filtering:
Security Certificates
Machime Certificate:
Root Certificates [nstalled:
802.1x:
Authentication Method:
Job Data Removal:
Scheduled:
FIPS 140-3:
TLS:
TLS Hash;
Trellix Embedded Control:

Configuration Report

Printed ot Dec 13, 2023 01:56 PM

0000110
Disobled

Enabled
Passive
Enabled

Disgied
Enabled

Enabled

1.2.345
Installed
3

nnam

&

Couner
Engbled

Not Installed
not installed

Enatled
TP
10.61.23.93.21
I

Enobled
Enabled
Disabled
23489 MB
1317 MB
Enabled
Enobled
Daily
Disabled
Enabled
Disabled
Enabled
Enabled
Enabled
Disabled
Disabled

None
Disabled

Locally on the Device
Unlocked

Unlocked

Unlocked

Locally on the Device
Locally on the Device
Enabled

Kerbaros

Disabled

Encbled

Disabled

Disabled

Signed

66

Disobled
EAP-MS-CHAPv2

Disabled
Disabled

TS 10 and TLS 1.2
SHA-1, SHA-2%6 and above
Enhanced Secwiity

Xerox-

12017-2019 Xerox Corporation. All Rights Reserved. Xerox@ and AltaLink@ are rademarks of Xerox Corparation in the United States and/or other countries. Bonjour is a trademark of Apple Inc., registered in the U.S. and
sther countries. Trellix is a trademark of Musarubra US LLC. Mopria is o trademark of the Mepria Alliance. Wi-Fi® and Wi-Fi Direct® are registered trademarks of Wi-F: Allionce®. Wi-Fi Pratected Setup™, WPA™, WPAZ™
nd WPA3™ are wodemarks of Wi-F| Alliance ®, The Bluetaath® word matk is o registered trademark owned by the Bluetooth 516, Inc. end any use of such marks by Xerox is under license,
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gg Printed ot Dec 13, 2023 0Z00PM
Common User Data g‘? o Connectivity
Machine Name: 't‘; A M'd‘u'mx (AA:BB9F) Mobile Workflows
1P Address: e Ff Mopria Printing Discavery: Enabled
Machine Serial Number: ; ; ?ﬁ: Mopria Sconning Enabled
Fax Linel a3 l" Authentication Disobled
Machine URL: &) Physical Connections
Machine Activotion Dote: Wired: Enabled
Total Impressions: Ethernet MAC Addriss: 9c:93:4e:00:80:9F
Ethernet dDuplex Setting: a
Machine Profile Vs Drabled
Xerox Asset Tag: Wireless MAC Address:
Custormer Asset Tag: Network Nome (SS1D):
Serwice Phone Number: 85510t
Custorrer Support Number Security Mode:
Suppiies Phone Number: Encryption Algotthm:
System Adrministrator: alor nome nok set Status:
Machine Location; ot set Wi-Fi Direct: Enobled
Managed By 3 Wireless Hardware: Not [nstalled
Pomary MB Server: Wi-Fi Protected Setup {WPS} Name
Acress Pgint (SSIDE
Machine Hardware Show Password en Devica Touch Screen:
Fax Card: NFC Enatied
Extended Fax Card:
Fox Card Memory Size; Protocols
Fareign Intedface Card: TCP/IPva: Engbled
Device RAM Size; ) 1P Address: 10.61.12.168
Device Staiage Size! MGl 256060MB (35D) Subnet Mask: 255.255.255.0
EPC Memary Size: oS Router/Gatewoy: 1061121
Finisher Type: ; i‘ . .ﬁ,n-..; Jray Automatic Addressing: DHCP
Finisher Punch: R o DHCP Server: 106113.224
Finisher Folder: i Sy oy DHCP Leose Expiration Tue Dec 19 13:30:48 2023
Multi-feed Detection Kit: ; i 3 BOOTP Broadcost: Disabled
Seif Assigned Address State: Enabled
General Setup Self Astigned Address:
Remote Services: TCP/IPv6: Enabled
Remote Software Downlood: Link Lozal Address: feB-9e93:4eff-feaa:Bb9f
Remate Services Trans. Time: Use Router Suppried Prefix: Enabled
Xerox Warkplace Cloud Stateless Globa! Address 1: £d00:0:2:11 2:9e9 Tnetf feqn:BbOE
E-mail Alerts: Stoteless Globol Address 2: u
Service Plan: Monual Address:
Billing Impression Made: DHCF Addressing: Use DHCP os directed by a router
Geographic Region: DHCP Address:
GMT Offset: Defaul Gateway:
Cloning Installauon DULD (DHCP Unigue Identifier):
File Sharing DNS Settings:
1BI1G2 Requested Host Narme: XRX9CI J4EAABBGF
Energy Saver Verified Host Norme:
Deep Sleep: Requested Domain Norm:
Energy Sover Mode: Verified Domain Name:
Smart Proximity Sensor Muilticast DNS: Enabled
Wake on Arrival Release DHCP Leases and DNS Registrati... Disabled
Sleep on Depatiute: Primary DNS Server: 1061715
Prefer IPvG DNS over IPvi: Enabled
Software Versions Bonjour:
Device Software: Bonjour Printer Name: Xerox AltaLink xxxxxx {AA-BB.9F}
Patch Versign: HTTP: Enabled
Network Controlier: Force Traffic over Secure Connection (H.. Yes
U1 Panel Firmware: ipp Engbled
Morking Engine; SNMP
Document Feeder: SNMP v1fv2: Enabled
Firisher SNMP v3: Disabled
Fox: LPR/LPD: Enobled
Sconner: Raw IP Printing: Enabled
Machine Upgrades: LDAP
Lost Successful Upgrade: LDAP Server 1 Primary LDAP Address. 0.0.0.0:389
. LDAR Server 1 Search Directory Root:
Media Trays LDAP Server 1 Secure Connection (LDA... Disabled
Tray 1: LDAP Server 1 Vialidate Server Certificate Dhsabled
Teay 2: SMTP
Tray 3 SMTP Sarver: 10.61,2393:25
Tray & Connact Enctyption {TLS]: No Encryption
Bypass Tray: Vahdote Server Certificate (TLS):
Installed Options
Ps:

©2017-2019 Xerox Corporation, All Rights Reserved: Xerox®.and AloLink@ are trademorks of Xerox Corporation in the U
other countries, Trellix is  rademark of Musarubra US LEC. Mopriajis.a trademark of the Moprla Aliiance. Wi-Fi® and Wi-Fi Direct® are registered trademarks of Wi-Fi Alliance®. Wi-Fi Protected Setup™. WPA™, WPAZ™
and WPA3Z™ are trademarks of Wi-Fi Allionce®. The Bluétooth® tord mark is o registered trodemark owned

nited Stotes and/or other countries, Bonjour is @ trademark of Apple Inc., registered in the US.or

by the Bluetooth SI1G, Inc. and any use of such marks by Xerox is under license



Xerox® AltaLink® xxxxxx

Protocols (cont.)

POP3
POP3 Server:
POP3 Secure Connecton (TLSk:
E-mail Address:

NTP:

FTP:

Web Services on Device:

Apps

Printing
Banner Sheet:

Error Sheets:

Paper Substitution;
Tiay Priority:
PostSeript

Level:

Version:
PCL

Version;

Font Name:
Custom Color Tables

Label:

Embedded Fax:
Fax Line?:

Fox Line2:

Server Fax:

Repository Protocol:
Repasitory Server:
Repaository Document Path:

Workflow Scanning;

Email:

Scan to Mailbox:
Storoge Capacity (MB):
Storage Used (MB):
Cleonup of Public Folders:
Cleonup of Created Folders;
Cleonup Time:

Scan to Home:

Scan To:

Cloud Services:

Print From:

Soved Jobs for Reprint:
Print From UUSB:

Print From MailBox:
Cloud Services:

Accounting

Accounting Mode:
Network Accountng:

Security
Authentication Configuration
Machine UI Authentication
Hoag:
Taobs:
Device:

Device Website Authentication:

Authorization:

Retneve E-mail from LDAP:
Authentication Server:
Xerox Secure Access:
Audit Log;

IP Sec:
IP Filtering:;
Security Certificates

Machine Ceitificate;

Root Certificates [nstalled:
802.1x:

Authentication Method:

Job Data Removal:

Scheduled:

FIPS 140-3:
TLS:

TLS Hash:

Trellix Embedded Control:

22017-2019 Xerox Corporation, All Rights Reserved. Xerox® ond AltaLink® ore trademarks of Xerox Corporation in the United States and/or o
ther countries. Trellix is ¢ tradermark of Musaiubra US LLC. Mopria is a trademark of the Moptia Alliance. Wi-Fi® and Wi-Fi Direct® are register
nd WPA3™ are trademarks of Wi-Fi Alliance®. The Bluetooth® word mark is o registered trademark owned by the Bluetoath 51, Inc. and any
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Printed at Dec 13, 2023 02:00 PM

0.000:110
Disabled

Erabled
Possive
Enabled

Disabled
Enabled
Enabled
12,345
Installed
3
302100

6

Courer
Enabled

Not Installed
not installed

Enabled

FTP
10.61.23.93:1
i/

Enabled
Enabled
Disabled
23489 MB
1317mMB
Enabled
Enabled
Daily
Disabled
Enabled
Disabled
Enabled
Enabled
Enabled
Drsabled
Disabled

Nane
Disabled

Locally on the Device
Uniocked

Unlocked

Unlocked

Liazally on the Device
Locally on the Device
Enabled

Kesberss

Disabled

Enabied

Disabted

Disabled

Signed

66

Disabled
EAP-MS-CHAPY2

Disabled

Disabled

TLS1.1and TLS 1.2

SHA-1, SHA- 256 and above
Enhonced Security

Xerox-

under license,

demark of Apple Inc., registered in the US. and
ce@. Wi-Fi Protected Setup™, WPA™, WPAZ™
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Xerox® AltaLink® xxxxxx Configuration Report

Printed ot Dex 13, 2027 42:02 PM

Xerox

Common User Data Connectivity
Machine Nome: Xerox AltaLink xxxxxx (AA:BB:9F) Mobile Workflows
IP Address. 106112.168 Mopria Printing Discovery: Enabled
Maching Seriol Numbei: HHZ167519 Mopria Scanning Enabled
Fax Line1: Authentication Disabled
Machine URL: httpsfi061.12.168 Physical Connections
Machine Activation Date: Nov 15, 2023 131504 Wired: Enobled
Total Impressions: 1042 Ethernet MAC Address: 90:93:4e:00:80:9F
R . Etheinet Speed/Duplex Settin auto
Machine Profile Wireless: P P i Disabled
Xerox Asset Tag: Wireless MAC Address:
Customer Asset Tag: Netwark Name {SSID):
Service Phone Mumber; Bs510;
Customner Support Number: Security Mode:
Swpphes Phone Number: Enaryption Algorithm:
Systemn Admirustrator: System Administratar name not set Status:
Machine Location: machine location not set Wi-Fi Direct: Enabled
Munaged By Wireless Hardware: Mok Installed
Primary MB Server: Wi-Fi Protected Setup (WPS! Name:
Access Point {5510);
Machine Hardware Shaw Password on Device Tauch Screen:
Fox Cord: not present NFC: Enabled
Extended Fax Card: not present
Fax Card Memory Size: oMB Protocols
Foreign Interfoce Card: not present TCP/IPv&: Enabled
Device RAM Size: 4096 MB 1P Addiess: 1061.12.163
Device Storage Size: used: 4200MB/otal = 256060MB (55D} Subnet Mosk 255.255.2550
EPC Memoxy Size: 900 MB Router/Gatewoy: 1061121
Finisher Type: Offsetting Catch Tiay Automatic Addressing: DHCP
Finisher Punch; None DHCP Server 10.61.13.224
Fimisher Folder: not present DHCP Lease Expiration: Tue Dec 19 13:30:48 2023
Multi-feed Detection Kit: Not Installed BOOTP Broadcast: Disabled
Self Assigned Address State: Encbled
General Setup Self Assigned Address;
Remote Services: Enabled TCP/IPv6: Enabled
Remote Softwore Downlead: Enabled Link Local Address. feB80-9e9 3:4eff-fena BbYf
Remote Services Trans. Time: 1254 Use Router Supplied Prefix: Encbled
Xerox Workplace Cloud Disabled Stateless Global Address 1: fd0040-2:112-9e9 3:4eff-fean: B0
E~-mail Alerts: Disabled Stateless Global Address 2: =
Service Plan: PagePack Manual Address:
Biling Impression Mode: A3 Impressions DHCP Addressing: Use DHCP as directed by @ router
Geographic Region: Western Hemisphere DHCP Address:
GMT Offset: +05:30 Default Gateway:
Cloring Instattoticn Allowed [Encrypted Files Only} DUID (DHCP Unique Identsfier);
File Shoring Enobled DNS Settings:
BIG2 Lossless Requested Host Name: XRXFCIILEAABBYF
Energy Saver Verified Host Name:
Deep Sleep: Enabled Requested Domain Nome;
Energy Saver Made: Job Activated Verified Domain Name:
Smart Proximity Sensor Multicast DNS: Enabled
Wake on Arrival: Enabled Release DHCP Leases and DNS Registrati.. Disabled
Steep on Departure: Disabled Primary DN5S Server; 1061715
Prefer 1PvG DNS over IPv4: Enobled
Software Versions Bonjour:
Device Software; 120,042 103.33810 Bonjour Printer Name: Xerox AltaLink xxxxxx (A8 HE3F)
Patch Version: None HTTP: Enabled
Network Controller: 12004233810 Force Traffic over Secure Connection (H... Yes
UI Panel Firmware: 002.002.00000 1PP Enabled
Marking Enginie: 064.022.000 SNMP
Document Feeder: 001.035.000 SNMP v1ivZ: Enabled
Finisher: 000.000.000 SNMP v3: Disabled
Fox; 000.000.000 LPR/LPD: Enabled
Scanner: 017.022004 Raw IP Printing: Enabled
Machine Upgrades: Not Allawed LDAP
Lest Successful Upgrade: December 8, 2023 15:47:1% LDAP Server 1 Primary LDAP Address. 0.0.00:339
" LDAP Server 1 Search Duectory Root:
Media Trays LDAP Server 1 Secure Connection (LDA.. Disabled
Tiay 1: Plain, White and A4 (210 x 297 mm) LDAP Server 1 Volidate Server Certificate.. Disabled
Tiay 2: Plown, White an Letter (8.5 x 117} SMTP
Tray 3: Plgin, White and Letter [8.5x 117} SMTP Server: 1061.23.93.25
Tray 4. Plain, White and A4 (210 x 297 mm|} Connect Encryption {TLSk No Encryption
Bypass Tray Plain, White ond Statement {5.5 x 8.5 Validate Server Certificate (TLS):
Installed Options
P trstalled

12017 -2019 Xerox Corporation. All Rights Reserved, Xerox® and AltoLink® are rademarks of Xerox Corporation in the United States and/or other countries. Bonjour is o ademark of Appte Inc, registered inthe US. an
sther countries. Trellix is o trodemark of Musarubra US LLC. Mopria is o t:ademark of the Moprio Alliance. Wi-Fi@ and Wi-Fi Direct® are registered trademarks of Wi-Fi Aliance®, Wi-Fi Protected Setup™, WPA™, WPA2~
and WPA3™ are rademarks of Wi-Fi Alliance®, The Bluetooth® word mark .o registered tademark owned by the Bluetooth SIG, Inc. and any use of such marks by Xerox is under license.



Xerox” AltaLink” xxxxxx

Protocols (cont.)

POP3
POP3 Server:
POP Secure Cannection (TL%):
E-mail Address.

NTP:

FTe:

Web Services on Device:

Apps

Printing
Banner Sheet:

Euror Sheets:

Paper Substitution:
Tray Priority:
PostSeript

Level:

Version:
PCL

Version:

Font Name:
Custom Color Tables

Label;

Embedded Fax:
Fax Line1:

Fax Line2:

Server Fax:

Repository Protocal:
Repository Server:
Repositary Document Path:

Workflow Scanning:

Email:

Scan to Mailbox:
Starage Capogry {MB):
Storage Used (MB)
Cleanup of Publc Folders:
Cleanup of Created Folders:
Cleanup Time:

Scan to Home:

Scan To;

Cloud Sesvices

Print From:

Saved Jabs for Reprint;
Print From USB:

Print From MailBox:
Cloud Services:

Accounting

Accounting Mode:
Network Accounting:

Security

Authentication Configuration

Machine Ul Authentication:

Home:
labs:
Device:

Device Website Authentication:

Authonzation:

Retrieve E-mail from LDAP:
Authentication Server:
Xerox Secure Access:
Audit Log:

IP Sec:
IP Filtering:
Security Certificates

Machinge Certifigate:

Root Certificates Imstalled:
802.1x:

Authentication Method:

Job Data Removal:

Scheduled:

FIPS 140-3:
TLS:

TLS Hash:

Trellix Embedded Control:

0000110
Disabled

Enabled
Passive
Enabled

Disabled
Enabled
Enabled
1.2345
Installed
3
302.9m

)

Couner
Enabled

Not Installed
not installed

Enabled
FTP
10.61.2393.21
1

Enabled
Enabled
Disabled
23483 MB
1317 MB
Enabled
Engbled
Daily
Disabled
Enabled
Disabled
Enabled
Enabled
Enabled
Disabled
Disgbled

None
Disobled

Locally on the Device
Unlocked

Unlocked

Unlocked

Locally on the Device
Locally on the Device
Enabled

Keiberas

Disabled

Enabled

Disabled

Disabled

Signed

66

Disabled
EAP-MS-CHAPv2

Disabled
Disabled
TS 1.1 ond TLS5 1.2

SHA-1, SHA-256 and above

Enhanced Security

Configuration Report

Printed ot Dec 73, 2023 02:02 PM

Xerox:

£2017-2019 Xerox Corporation. All Rights Reserved. Xerox® ond AltaLink® are trademarks of Xerox Corporotion in the United Stotes and/for other countries. Bonjour is a trodemark of Apple [nc., registered in the U.S. and

ather countries, Trellix is 0 ademark of Musarubra US LLC. Mopria is o trademork of the Mopria Alliance. Wi-Fi® and Wi-F: Direct® are registered trademarks of Wi-Fi Alliance®, Wi-F: Protacted Setup™, WPA™, WRA2™

nd WPA3™ are trademarks of Wi-F: Alliance®. The Bluetooth® word mark is a registered trodemark owned by the Bluetooth 516, Inc. and any use of such marks by Xerox is under license
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Xerox™ AltaLink™ xxxxxx Configuration Report -
Printed at Dec 13, 2023 0X03PM xe rox
Common User Data Connectivity
Machine Name: Xergx AltaLink ouoo (AA:B8:0F ) Mobile Workflows
I Address: 1061.12.168 Mopria Printing Discovery: Enabled
Machine Serial Number: HHZ167519 Muogria Scanning Enobled
Fox Line1: Authentication Disobled
Machine URL: https:#10.61.12.168 Physical Connections
Machine Activotion Date: Nov 15,2023 1311504 Wired: Enobled
Tatol Impressians: 1044 Ethemet MAC Address: 9c9%:he:aa:8b:9f
. . Ethernet Speed/Duplex Setung: auto
Machine Profile Wireless: ° ° " Disabled
Xerox Asset Tag: Wireless MAC Address:
Custormer Asset Tag; Network Nome {$51D):
Service Phone Number: BSSID:
Custarner Support Number: Security Mode:
Supplies Phone Number: Encryption Algorithm
Systerm Adrministrator System Admirustrator name not set Status:
Maochine Location: machine location not set Wi-Fi Direct: Enabled
quaged By Wireless Hardware: Not Installed
Prinnary MB Seever; Wi-Fi Potected Setup (WPS) Nome:
Access Pont (55100
Machine Hardware Show Password on Device Touch Screen:
Fox Card: nat present NFC: Enabled
Extended Fax Cord: not present
Fax Card Memory %ize: o Mg Protocols
Foreign Interface Card: not present TCP/IPvi: Encbled
Dewice RAM Size: 4096 MB 1P Address: 10.6112.168
Device Storage Size: used=4200MB/total -256060MB (S3D) Subnet Mosk: 255.255.255.0
EPC Memory Size: 900 MB Router/Gateway: 1061121
Finisher Type: Offsetting Catch Tray Automati Addressing: DHCP
Finssher Punch: None DHCP Server: 106113.224
Finisher Folder: nat present DHCP Lease Expiration: Tue Dec 19 1330148 2023
Multi-feed Detection Kit Not Instolled BOOQTP Broadcast: Disabled
Self Asuigned Address State: Enobled
General Setup Self Assigned Address:
Remote Services. Enoblnd TCP/IPv6: Enabled
Remote Software Downlaad: Enabled Link Looal Address: feB0:-9e93:4eff fenn:Bbef
Remote Services Trans. Tirne: 12:54 Use Router Supplied Prefix: Enabled
Xerox Workploce Cloud Disabled Stateless Globol Address 1: fd000:2:11 2:9e9 3:teff-feqn:BbIF
E-mail Alerts: Disabled Stateless Global Address 2: i
Service Plar: PagePack Monuot Address.
Billing Impeession Mode: A3 Impressions DHCP Addressing: Use DHCP as directed by a router
Geographic Region: Western Hemisphere DHCP Address.
GMT Offset: +05:30 Default Goteway:
Cloning Installation Allowed (Encrypted Files Only} DUID {DHCP Unique Identifierk
File Sharing Enabled DNS Settings:
1BIG2 Lossless Requested Host Name: ARXICIILEAABBIF
Energy Saver Verified Host Name;
Deep Sleep: Enabled Requested Domain Name:
Energy Saver Mode: pab Activated Verified Domain Name:
Smart Proximity Sensor Multicast DNS: Enabled
Wake on Arrwal: Enabled Release DHCP Leoses and DNS Registrati... Disabled
Sleep on Depurture: Disabled Primary ONS Server: 10.61.7.15
Prefer |Pv6 DNS over [Pvi: Enabled
Software Versions Bonjour:
Device Software: 120042.103.31810 Banjour Printer Nome: Xerox AltalLink xxxxxx (AA88:9F}
Patch Version: None HTTP: Enabled
Network Controller: 120.042.33810 Force Troffic gver Secure Connectian {H.. Yes
U1 Panel Firmware: 003.002.00400 1PP Enchled
Marking Engine: 064.022.000 SNMP
Document Feeder: 001.035.000 SNMP v jv2. Encbled
Firusher: 000.000.000 SNMP v3: Disobled
fox. 000.000.000 LPR/LPD: Enabled
Scanner 017.022.004 Raw IP Printing: Encbled
Machine Upgrades: Not Allowed LDAP
Last Successful Upgrade: December 8, 2023 15:4719 LDAP Server 1 Primary LDAP Address. 0.0.0.0:389
LDAP Server 1 Search Directory Root.
Mediﬂ Truys LDAP Server 1 Secure Conmection (LDA.. Disabled
Tray 1 Plain, White and A& (28 x 297 mm) LDAP Server 1 Validate Server Certificotn Disabled
Tiay 2 Plgin, White and Letter (8.5 x 117} SMTP
Tiay 3: Plain. White ond Letter 8.5 x 117 SMTP Server. 1061.2393%25%
Tray & Plan, White and A4 (210 x 297 mm} Connect Encryption {TLS): Na Enerypton
Bypass Tray:! Plain, White and Statement (5.5 x 8 57) Validate Server Certificate {TL5):
Installed Options
PE: Imstalled

©2017-2019 Xerox Corporation. All Rights Reserved, Xerox® and Altalink® are trodemarks of Xerox Corporation in the United States and/or okher countries. Bonjour is o trademork of Apple Inc, registered in the US. a
other countries. Trellix is a trademark of Musorubra US LLC. Mapria is a trademark of the Mopria Alliance, Wi-Fi® and Wi-Fi Direct® are registered trademarks of Wi-Fi Alliance®. Wi-Fi Protected Setup™, WPA™, WPAZ
and WPA3™ are trademorks of Wi-Fi Alliance®, The Bluetooth® word mark is a registered trademark awned by the Bluetooth S1G. Inc. and any use of such marks by Xerox is under license.



Kerox” AltaLink® xxxxxx

Protocols {cont.)

POP3
POP3 Server:
POP3 Secure Connection (TLS)
E-mail Address:

NTP:

FTP:

Web Services on Device:

Apps
Printing
Banner Sheet:
Errar Sheets:
Poper Substituticn:
Tray Priority:
PostScript
Level:
Versign:
PCL
Version,
Font Name:
Custom Calor Tables
Label
Embedded Fax;
Fox Linel
Fox Ling2
Server Fax:
Repository Pratoco:
Repository Server
Repository Dotument Path.
Workflow Scanning:
Email:
5can to Mailbox:
Storage Copocity (MBL:
Storege Used (MBL
Cteanup of Public Folders:
Cleanup of Created Folders:
Cleanup Time:
Scan to Home:
Sean To:
Cloud Services:
Print From:
Soved Jobs for Reprint:
Print Frorm USB:
Print From MailBox:
Cloud Services:

Accounting
Accounting Mode:
Netwark Accounting:

Security
Authentication Configuration
Machine Ul Authentication:
Home:
Jabs:
Device:

Device Website Authentication:

Authonzation;

Retrieve E-mail from LDAP:
Authentication Server:
Xerox Secure Access:
Audit Log:

IP Sec:
1P Filtering:
Security Certificates

Machine Certificate:

Root Certificates Instolled:
802.1x:

Authentication Methed:

Job Data Removal:

Scheduled:

FIPS 140-3;
TLS:

TLS Hash:

Trellix Embedded Control;

0.000:110
Disabled

Engbled
Prossive
Enabled

Disabled
Enabled
Enabled
1.2.345
Instalted
3
3021101

[}

Couner
Enabled

Not Installed
not installed

Enabted
FTP
1361.23931
Enabled
Enabled
Disabled
23489 MB
1IM7MB
Enabled
Enabled
Daily
Disobled
Enabled
Disabled
Enabled
Enabled
Enabled
Disabled
Disabled

None
Disabled

Locally on the Devige
Unlocked

Unlocked

Unlocked

Locolly on the Device
Locally on the Device
Enabled

Ketberos

Disabled

Enabled

Disabled

Disabled

Signed

66

Discbled

EAP-MS -CHAPv2

Disabled
Disabled
TS 1.1and TLS 1.2

SHA-1, SHA-256 and cbove

Enhonced Security

Configuration Report

Printed at Dec 13. 2023 02:03 PM

Xerox-
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Configuration Report
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Xerox-

Common User Data Connectivity
Machine Nome: Xerox AltaLnk xooxx [AABEIF} Mobile Workflows
1P Address: 1061.12.168 Maopria Printing Discovery: Enabled
Machine Seriol Number: HHZ167519 Mopria Scanning Enabled
Fax Line1: Authentication Disabled
Maching LRL: hitpsfi10.61.12.168 Physical Connections
tochine Activaton Date: Nov 15, 2023 13:15:04 Wired: Enabled
Total Impressions; 1046 Ethernet MAC Address: 9¢:93:4e:00:8b:9f
) Ethesnet Speed/Ouplex Setting: auto
Machine Profile Wireless: 9 " Disabled
Xerox Asset Tag: Wireless MAC Address:
Custarmer Asset Tog: Network Nome [SS1D}
Service Phone Number: BSSID:
Customer Support Number: Security Made:
Supplies Phone Number: Enciyption Algoreithm:
System Administratar: System Administiator name not set Status:
Machine Location: machine lacation not set Wi-Fi Direct: Enobled
Managed By Wireless Hardware: Not Instolled
Primary MB Server: Wi-Fi Protected Setup (WPS) Name:
Access Point (SSID)
Machine Hardware Show Password on Device Touch Streen:
Fox Card: ot present NFC: Enabled
Extended Fox Cosd: not present
Fox Card Memory Size: omB Protocols
Forengn Interface Card: not present TCP/IPvé4: Enabled
Device RAM Size; 4096 MB 1P Address: 10.6112.168
Device Storage Size: used=4200MB/totol= 256060MB (S50 Subnet Mask: 255.255.255.0
EPC Memory Size: 900 MB Router/Goteway: 1361121
Finisher Type: Offsetting Catch Troy Automatic Addressing: DHCP
Finisher Punch:. None DHCP Server: 10.6113.224
Finisher Folder: not present DHCP Lease Expiration: Tuwe Dec 19 13:30:48 2023
Multi-feed Detection Kit: Not Installed BOOTP Broadcast: Disabled
Setf Assigned Address State: Enatied
General Setup Self Assigned Address:
Remote Services: Enabled TCP/IPvE: Enabled
Remote Software Download: Enabled Link Local Address: feBD9e93:4eff fena:Bbof
Remote Services Trans. Time: 12:54 Use Router Supplied Prefix: Enabled
Xerox Warkplace Cloud Disabled Stateless Global Address 1: fd00:0:2:11 2:9e93:4eff.feoa:BbIf
E-mail Alerts: Disabled Stateless Global Address 2 =
Service Plan; PagePack Monual Address:
Billing Impression Mode: A3 Impressions DHCP Addressing: Use DHCP as directed by a router
Geographic Region: Western Hemisphere DHCP Address:
GMT Offset; +05:30 Defoult Gateway:
Cloning Installgton Allowed |Encrypted Files Only! DUID {DHCP Unique Identfieri:
File Shonng Enafied DNS Settings:
JBIG2 Lossless Requested Host Name: XRX9CIILEAABRIF
Energy Saver Verified Host Name:
Deep Sleep: Enobled Requested Domain Name:
Energy Saver Mode: Job Activoted Venfied Domuoin Name:
Smart Proximity Sensor Multicast DNS: Enabled
Waoke on Arrival: Enabled Release DHCP Leases and DNS Registeati.., Disabled
Sleep on Departure: Disobled Primary DNS Server: 1061.7.15
Prefer [Pvb DNS over EPva: Encbled
Software Versions Bonjour:
Device Software: 120.042.103.33810 Banjour Printer Name: Xerox AltaLink xxoxx {AABB:9F)
Patch Version None HTTP: Enabled
Network Controller; 120,042 33810 Force Traffic over Secure Connecin (H.. Yes
UL Panel Firmwore: 003.002.00000 PP Enabled
Marking Engine: 064022000 SNMP
Document Feeder: 001.035.000 SNMP viiv2: Enabled
Firusher: 000.000.000 SNMP v3: Disobled
Fax: 000.000.000 LPR/LPD: Encbled
Scanner; 017.022006 Raw IP Printing: Enobled
Machine Upgrades: Not Altawed LDAP
Last Successful Upgrade: Decemnber 8, 2023 15:47:19 LDAP Server 1 Primary LDAP Addrasi: 0.0.00:389
. LOAP Server 1 Sewrch Directary Root;
Media Trays LDAP Server 1 Secure Connection {LDA... Oisabled
Tray 1 main, White and A4 (210 x 297 mm]} LDAP Server 1 Vatidate Server Certificate. Disabled
Troy 2. Plain, White and Letter (8.5 x 117} SMTP
Tray 3: Plain, White and Letter (B5x11°) SMTP Server; 1061.2393:25
Tray & Plain, White and A4 (210 x 297 mm} Connect Eneryption {TLS]: No Encryption
Bypass Tray: Plgin, White ond Statement (5.5 x 8.57) Vahdate Server Certificate (TLSI:
Installed Options
P Inskaliod

@2017-2019 Xerox Corporation. All Rights Resarved. Xerox® ond Altalink® are trademarks of Xerox Corporation in the United States ond/or other countries. Bonjour is a trademark of Apple Inc. registered in the uS.ar
other countries. Trellix is o tradernark of Musarubso US LLC. Mapria is a trademark of the Mopria Allionce. Wi-Fi®and Wi-Fi Direct® are registered trodemarks of Wi-Fi Alliance®, Wi-Fi Protected Setup™, WPA™, WPA2"
and WPA3™ ore wademarks of Wi-Fi Allionce®. The Bluetooth@ wotd mark is a segistered trademork owned by the Biuetooth SIG, Inc. and any use of such marks by Xerox is under hcense,



Xerox” AltaLink® xxxxxx Configuration Report -
Printed ot Dec 13. 2023 Q2:05 PM xe rox
Protocols {cont.)
POP3
FQOP 3 Server: QD19
POP2 Secure Connection (TLSk Disabled
E-maoit Address;
NTP: Engbled
FTP: Passive
Web Services on Davice: Enabled
Apps
Printing
Banner Sheet: Disabled
Error Sheets. Enabled
Paper Substitutuan: Enabled
Tray Priority: 12345
PostScript Installed
Level: 3
Version. 302110
PCL
Version: [}
Font Nome: Couner
Custom Calor Tables Enabled
Labsl Not Installed
Embedded Fax: ot installed
Fax Line1:
Fax Line2:
Server Fax: Enabled
Repositoty Protoco: FTP
Repository Server: 1061.2393:21
Repository Docurnent Path: i
Workflow Scanning: Enabled
Email: Enabled
Scan to Mailbox: Disabled
Storage Capacity (MB). 23489 MB
Storage Used (MB): 13117 MB
Cleanup of Publs Falders: Enabled
Cleanup of Creoted Folders: Enobled
Cleanup Time: Daily
Scan to Home: Disabled
Scan To: Enabled
Cleud Services: Disabled
Print From: Enobled
Saved Jobs for Reprint: Enabled
Print From USB: Enabled
Print From MailBox: Disabled
Cloud Services: Disabled
Accounting
Accounting Mode: Nang
Network Accounting: Disabled
Security
Authentication Configuration
Machine Ul Authentication: Locally on the Device
Home: Unlocked
lobs. Unlocked
Device: Unlocked
Device Webs:te Authenticataaii Laocally on the Device
Autharization; Locally an the Device
Retrieve E-mail from LDAP; Enabled
Authentication Server: Kerberos
Xerox Secure Access: Disabled
Audit Log: Enabled
IP Sec: Disabled
IP Filtering: Disabled
Security Certificates
Mathine Certificate: Signed
Root Certificates [nstalled: 66
802.1x: Discbled
Authentication Methed: EAP-MS-CHAPvZ
Job Data Removal:
Scheduled: Disabled
FIPS 140-3: Disabled
TLS: TLS11and TLS 12
TLS Hash: SHA-1. SHA-256 ond above

Trellix Embedded Control:

Enhanced Security

72017-2019 Xerox Corparation. All Rights Reserved. Xerox® ond AltaLink® are trodernarks of Xerox Corporation in the United States and/or other countries. Benjour is a trademark of Apple Inc., registered in the US. and
ther countries. Trellix is o trademark of Musarubra US LLC. Maopria is a trodemark of the Mopria Alliance. Wi-Fi® and Wi-Fi Direct® are registered trademarks of Wi-Fi Alliance®. Wi-Fi Protecied Setup™, WPA™, WPAZ™
nd WPA3™ are trademarks of Wi-F: Alliance®. The Bluetooth® word mork is a registered trademark owned by the Bluetooth 516, inc. and any use of such morks by Xerox is under license.
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Xerox® AltaLink® xxxxxx Configuration Report

Printed at Dec 13, 2023 02:06 PM

Xerox-

Common User Data Connectivity
Machine Name: Xerox AltaLink xxooux {AA:BB.9F) Mobile Workflows
1P Address: 106112168 Mopria Printing Discovery: Enobled
Machine Serial Number: HHZ167519 Mopria Scanning Enobled
Fox Linel: Authentication Disabled
Machine URL: https#{10.61.12.168 Physical Connections
wMachine Activation Dote: Nov 15, 2023 131504 Wired: Enobled
Total Impressions: 1048 Ethernet MAC Address: 9c93:4e:00:8b:3f
. Ethernet Speed/Duplex Setting: outo
Machine Profile Wireless: g 3 ’ Disabled
Xerox Asset Tag: Wireless MAC Address:
Customer Asset Tag: Network Name (SSID)
Service Phone Number: BSSID:
Customer Support Number: Security Mode:
Supplies Phone Number: Encryption Algorithr:
Systern Administrator: System Administsatos name not set Status:
Machine Location: machine location not set Wi-Fi Direct: Enobled
quuged By Wireless Hardware: Not Installed
Primosy MB Server: Wi-Fi Protected Setup (WPS) Name:
Access Pont (S5I0):
Machine Hardware Show Password on Device Touch Screen:
Fax Card: not present NFC: Enabind
Extended Fax Card: not present
Fax Cord Memory Size; oMB Protocols
Foreign Interface Cord: not present TCP/1Pva: Enabled
Device RAM Size: 4036 MB | Address: 10.61.12.168
Device Storage Size: used- 4201 MB/tato!- 256060MB (S5D) Subnet Mask: 255.255.255.0
EPC Memory Size: 900 MB Router/Gateway: 1061121
Finisher Type: Offsetting Catch Tray Automatic Addressing: DHCP
Finisher Punch: None DHCP Server: 10.61,13.224
Finisher Folder: not present DHCP Leose Expiration: Tue Dec 19 13:30:48 2023
Multi-feed Detection Kit: Not [nstalled BOOTP Broodcast: Disabled
Self Assigned Address State: Enobled
General Setup Self Assigned Address:
Remote Services: Enabled TCP/IPvE: Engbled
Remote Software Download: Enabled Link Local Address: feB0:9:9 3:4efffean:8b3f
Remote Services Trans, Time: 12:54 Use Router Supplied Prefix Enabled
Xerox Workplace Cloud Disabled Stateless Global Address 1: fd00:0:2:112:9e93:4eff fean:BbIF
E-mail Alerts; Disobled Stateless Global Address 2; H
Service Plon: PagePack Manua! Address:
Billing Impression Made: A3 Impressiors DHCP Addressing: Use DHCP as drrected by a router
Geographic Region Waestern Hemisphere DHCP Address:
GMT Offset: +05:30 Defoult Gateway:
Cloning Instotlotion Allowed (Encrypted Files Only} DUID (DHCP Unique [dentifier]
File Shaning Enabled DNS Settings:
1BIG2 Lasstess Requested Host Naome: XRX9ICIILEAABBSF
Energy Saver Verified Host Nome:
Deep Sleep: Enobled Requested Domain Nome;
Energy Saver Made: Job Activated Verified Domain Name:
Smart Proximity Sensor Multicast DNS: Enabled
Wake on Asrival; Enabled Release DHCF Leases and DNS Registrou... DPisabled
Sleep on Departure: Disabled Primary DNS Seqver: 1061.7.15
Prefer 1Pv5 DNS aver IPvi: Enabled
Software Versions Bonjour:
Device Software: 120042103.33810 Boryouwr Printer Narne: Xerox AltaLink xxxxxx (AABS:9F}
Patch Version: None HTTP: Enobled
Netwerk Contraller: 12004233810 Force Traffic over Secure Connection [H Yes
Ul Panel Firmware: 003.00200000 i Enabled
Marking Engine: 064022000 SNMP
Document Feeder: 001035000 SNMP v1fv2: Enabled
Finisher: 000.000.000 SNMP v3: Disabled
Fax: 000.000.000 LPR/LPD: Enobled
Scanner: 017022004 Raw IP Printing: Enabled
Machine Upgrades: Not Allowed LDAP
Lost Successful Upgrade: December 8, 2023 15:47:19 LDAP Server 1 Primary LDAP Address: 0.0.00:389
. LDAP Seivar 1 Search Directoty Root:
Media Truys LDAP Seiver 1 Secure Connection (LDA.. Disabled
Tray 1 Plain, White and A4 (210 x 297 mm} LDAP Setvet 1 Validote Server Carteficnte... Disabled
Troy Plain, White and Letter (8.5x 117} SMTP
Troy 3: Plain, White ond Letter (B5x 117} SMTP Server: 10.61.2393:25
Tray &. Plan, White and A4 {210 x 297 mm) Connect Encrypuion (TLS): No Encryption
Byposs Tray: Plain, White and Stoternent (5.5 x 8.57} Validote Server Certificate (TL3K
Installed Options
P5: Instaited

©32017-2019 Xerox Corporation, All Rights Reserved. Xerox® ond Altalink® are wodemarks of Xerox Corporation in the United States and/or other countries. Bonjour is a trademaork of Apple Inc. registered in the U.5. ar
ather cauntries. Trellix is a trademark of Musarubro US LLC. Mogpria is a trademark of the Mopria Alliance, Wi-Fi® and Wi-Fi Direct® are registered trademarks of Wi-Fi Alliance®. Wi-Fi Protected Setup™, WPA™ WPAY'
and WPAZ™ are trademarks of Wi-Fi Alliance®, The Bluetooth® word mark is o registered trademark owned by the Bluetaoth SIG, Inc. and any use of such marks by Xerox is under license



Xerox” AltaLink® xxxxxx

Protocols {(cont.)

POP3 Server:
POP3 Secure Connection [TLS)
E-mail Address:

NTP:

FTP:

Web Services an Device:

Apps

Printing
Banner Sheet:

Errar Sheets:

Paper Subsututian:
Tray Priority:
PostScript

Level:

Version:
PCL

Version;

Font Nagme:
Custom Color Tables

Label:

Embedded Fax:
Fax Linel:

Fax Line2:

Server Fax:

Repository Protoca;
Repository Server;
Repository Document Path:

Workflow Scanning:

Email:

Scan to Mailbox:
Storage Capacity {MB):
Starage Used (MB):
Cleanup of Public Folders:
Cleanup of Created Folders:
Cleanup Time;

Scan to Home:

Scan To:

Cloud Services:

Print From:

Saved Jobs for Reprint:
Print From LISB;

Print From MailBox:
Cloud Services:

Accounting
Accounting Mode:
Network Accaunting:

Security
Authentication Configuration
Machine UI Authentication:
Hiame:
Iohs:
Device:

Device Website Authentication:

Auythorization;

Retrieve E-mail from LDAP:
Authentication Server:
Xerox Secure Access:
Audit Log:

IP Sec;
IP Filtering:
Security Certificates

Machine Cedtificate:

Root Certsficates Instolted:
802.1x;

Authentication Method:

Job Data Removal:

Scheduled:

FIPS 140-3;
TLS:

TLS Hash;

Trellix Embedded Control;

Configuration Report

Prnted ot Dac 13, 2023 02:06 PM

0.000:110
Disabled

Enabled
Passive
Enabled

Disabled
Encbled
Enabled
12345
Installed
3
Ionam

6

Courier
Enabled

Not Installed
not instafled

Enabled
FTP

1061 23,931
I

Enabled
Enabled
Disobled
23439 MB
1317 MB
Enaobled
Enabled
Daily
Disabled
Ercbled
Disabled
Enchled
Enabled
Enobled
Disabled
Dhsabled

None
Disabled

Locally on the Device
Unlocked

Unlacked

Unlocked

Locally on the Device
Locally on the Device
Enabled

Kerberos

Disabled

Enabled

Disabted

Disabled

Signed

66

Disabled
EAP-MS-CHAPv2

Disabled

Disabled

TLS1.10nd TLS 1.2

SHA-1, SHA- 256 ond above
Enhanced Securty

Xerox-
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Xerox~ AltaLink™ xxxxxx Configuration Report =
Frinted ot Dec 13,2023 02:08 PM xe rox
Common User Data Connectivity
Machine Name: Xerox AltaLink xxooo (AABB9F ) Mobile Workflows
1P Address: 1061.12.168 Mopria Printing Discovery: Enabled
Machine Senal Number: HHZ167519 Mopria Scanning Enabled
Fox Linel: Authentication Disabled
Machine URL: https#/10.61.12.168 Physical Connections
Machine Activation Date: Nov 15, 2023 131504 Wired: Enabled
Total Impressians: 1052 Ethernet MAC Address: 9c93:4e00.80:9¢
. . Ethernet Speed/Duplex Setting: auto
Machine Profile Wireless: Disabled
Xerox Asset Tag: Wirgless MAC Address:
Customer Asset Tag: Netwark Name (55101
Service Phone Number: BSSID:
Customer Support Number. Secunty Mode:
Supplies Phone Number: Encryption Algarithm:
Systemn Admisistrano; System Administrator name not set Stotus:
Moching Lacation: maching location not set Wi-Fi Direct: Enabled
quqged By Wiraless Hardware: Not Installed
Primary MB Server: Wi-Fi Protected Setup {(WPS] Name:
Access Point [SSID)
Machine Hardware Show Password an Device Touth Scieen:
Fox Card: not present NFC: Enabied
Extended Fax Cord: not present
Fax Coid Memory Size! 4] Mg Protocols
Foreign Interface Card: At present TCP/IPvA: Enobled
Dewvice RAM Size: 4096 MB [P Address 13.61.12.168
Device Storage Size: used=4202MB/totals 256060MB (55D} Subnet Mask: 255,255.2550
EPC Memaory Size: 900 MB Routar/Gateway: 10.61.12.1
Finisher Type: Offsetting Cotch Tray Automatic Addressing: DHCP
Finisher Punch: MNane DHCP Server; 1061.13.224
Finisher Folder: not present DHCP Lease Expirotian Tue Dec 19 13:30:68 2023
Multi-feed Detection Kit; Net Installed BOOTP Broadeast: Disabled
Self Assigned Address State: Enobled
General Setup Self Assigned Address:
Remate Services: Enabled TCP/IPvE: Enabled
Remate Software Download: Encbled Link Locak Address: fe80:9e93:4eff feaa:Bb9E
Remote Services Trans, Time; 12:54 Use Router Supplied Prefix: Enabled
Xerox Workploce Cloud Disabled Stateless Global Address 1: fd00:0:2:11 2:9e% 3:4eff feaa:BbIl
E-mail Alerts Disabled Stateless Globo! Address 2: 3
Service Flon: PagePack Monuol Address:
Billing Impression Mode: A3 Impressians DHCP Addressing: Use DHCP as dwected by a router
Geographic Region: Waestern Hemisphere DHCP Address:
GMT Offset: +05:3¢ Defoult Gateway:
Clonng Instollatan Allowed (Encrypted Files Only} DUID {DHCP Urique Identfer):
File Sharing Enabled DNS Settings:
JBIG2 Lossless Requested Host Name: XRX9CIILEAASRIF
Energy Saver Verified Host Name:
Deep Sleep: Enabled Requested Domain Name:
Energy Saver Mode: Job Activated Verified Domain Name:
Smart Proximity Sensor Multicast DNS: Ennbled
Wake on Arrival: Enabled Release DHCP Leases and DNS Regestrati. Disabled
Steep on Departure: Disabled Primary DNS Server; 1061.7.15
Prefer [Pvb DNS over [Pvé Enabled
Software Versions Bonjour:
Device Software: 120.042.103.33810 Banjour Pintes Nome: Xerox Altalink xxxxx (AABE9F]
Patch Version: None HTTP: Enobled
Metwark Controller: 120.042.33810 Force Traffic over Secure Cannection (H. Yes
UI Ponel Firmware: 002.002.00000 Lpp Enabled
Marking Engine: 064,022,000 SNMP
Document Feeder: 001.035.000 SNMP V1 v Enabled
Finisher: 000.000.000 SNMP v3 Disabled
Fax: 000.000.000 LPR/LPD: Enabled
Sconner; 017.022.004 Row IP Printing: Enabled
Machine Upgrades: Not Allowed LDAP
Last Successful Upgrada: December 8, 2023 15:47:19 LDAP Server '+ Pimaory LDAP Address: 0.0.0.0:389
A LDAP Server 1 Seorch Directory Rool:
Media Trays LDAF Server 1 Secure Connection (LDA... Disobled
Teay 1: Plain, White and A4 {210 x 297 mm] LDAF Server 1 Validate Server Certificate Disabled
Tiay & Plain, White and Letter (8.5 x 117} SMTP
Tray 3 Plain, White and Letter {8.5 x 11°} SMTP Server: 1061.23.93:25
Tray & Plain, White and A4 (210 x 297 mm) Connect Encryption (TLS) No Encryption

Bypass Tray:

Installed Options
PS:

@ MARker RRCuow -

Plain, White ond Statement {5.5 x .57}

Irstalled

Validate Server Certificate {TLS):

ME Do EReT £ 6>

©2017-2019 Xerox Corparation. All Rights Reserved. Xerox® ond AltaLink® are trademarks of Xerox Corporotion in the United States andfor other countsies. Bonjour is a trademark of Apple Inc, registered in the .S, an
other countries, Trellix is @ trademark of Musarubra US LLC. Mopria Is a trademark of the Mopria Alliance, Wi-Fi® and Wi-Fi Direct® are registered tradernarks of Wi-F: Alliance®, Wi-Fi Protected Setup™, WPA™ WPA2™
and WPA3™ are trademarks of Wi-Fi Alliance®. The Blustooth® word mark is a registered trodemark owned by the Bluetooth SIG. Inc. and any use of such marks by Xerox is under license.



Xerox” AltaLink® xxxxxx

Protocols (cont.)

POP3
POPF3 Server:
POP3 Secure Connection (TL5):
E-mail Address.

NTP:

FTP:

Waeb Services on Device:

Apps

Printing
Banner Sheet:

Errar Sheets:

Paper Substitution:
Tray Priarity:
PostSeript

Level:

Version:
PCL

Version:

Font Narne:
Custom Color Tables

Label;

Embedded Fax:
Fox Linel.

Fox Line2:

Server Fax;

Repository Protocol:
Repository Server:
Repository Dacument Path;

Workflow Scanning:

Email:

Scan to Mailbox:
Stoiage Capacity (MBE
Storage Used (MB):
Cileanup of Public Folders:
Cleanup of Created Folders:
Cleariup Time-

Scan to Home:

Scan To:

Cloud Services:

Print From:

Saved Jobs for Repont:
Print From USB

Prink From MailBox;
Cloud Services:

Accounting

Accounting Mods:
Network Accaunting:

Security
Authentication Configuration
Machine UI Authentication:
Home:
Jobs.
Device:

Device Website Authentication

Authorizotion:

Retrieve E-mail from LDAP:
Authentication Server:
Xerox Secure Access:
Audit Log:

IP Sec:
IP Filtering;
Security Certificates

Machine Certificate:

Root Certificates Installed:
802.1x:

Authenticotion Methad:

Job Data Removal:

Scheduled:

FIPS 140-3:
TLS:

TLS Hash:

Trellix Embedded Control:

0003110
Disabled

Enabled
Possive
Enabled

Dmabled
Erbied

Enabled

1.2345

Irstalied
3

D FRRI]

6

Courier
Encbled

Not Installed
not instolled

Enabled

FTP
10.61.23,93:21
)

Enabled
Enabled
Disabled
23489 MB
117 M8
Enabled
Encbled
Daily
Disabled
Enabled
Oisabled
Enabled
Enobled
Enabled
Disobled
Disobled

None
Disabled

Locally on the Device
Unlocked

Unlocked

Unlocked

Locolly on the Device
Locally on the Device
Enabled

Kerbetos

Disabted

Enabled

Disabled

Disabled

Signed

66

Disabled
EAP-MS-CHAPvZ

Disabled
Disabled
TLS 1.1 and TES 1.2

SHA-1, SHA-256 and above

Enhanced Secunty

Configuration Report
Printed ot Dec 13,2023 02:08 PM

Xerox-
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Xerox-

Common User Data Connectivity
Machine Name; Xerox AltaLink xxomx (AABB:9F) Mobile Workflows
1P Address: 10.:61.12.168 Mopria Printing Discovery: Enabled
Machine Serio! Number: HHZ167519 Mopria Scanning Enabled
Fax Linel: Authenticaticn Disobled
Machine URL: hitps:/10.61.12.168 Physical Connections
Machine Activation Dote: Nov 15, 2023 13:15:04 Wired: Enabled
Total Impressians: 1050 Ethernet MAC Address: 9093 4eraa: B9
Ethernet Speed/Duplex Setts auto
Machine Profile Wireless: 1 ° " Disobled
Xerox Asset Tag: Wireless MAC Address:
Customer Asset Tag: Network Name {55107
Service Phone Mumber: BSSID:
Customer Support Number; Security Mode:
Supplies Phone Number: Encryption Algorithm:
Systern Administiotor: System Administeator name not set Status:
Mioztune Location: machine location net set Wi-Fi Direct: Enabled

Managed By

Primary MB Server:

Wireless Hardware:
W-Fi Protected Setup (WPS) Nome:

Not Installed

Access Point {SSID):
Machine Hardware Show Passward on Dewnice Touch Screen;
Fax Card: not present NFC: Enobled
Extended Fax Cord: not present
Fox Card Memory Size: ¢ Mg Protocols
Foreign Interface Card: not present TCP/1Pvi: Enabled
Device RAM Size: 4096 MB 1P Address: 10.61.12.168
Device Storage Size: used=4207MB/total-256060MB {550) Subnet Mask: 255.255.255.0
EPC Memory Size: 900 M8 Router/Gotewoy: 1061121
Fimisher Type: Offsetting Catch Tray Automatic Addressing DHCP
Finisher Punch; None DHCP Server: 1061.13.224
Finisher Falder. not present DHCP Lease Expiration: Tue Dec 19 13:30:48 2023
Multi-feed Detection Kit: Not Installed BOOTP Braadeast Disabled
Self Assigned Address State: Enabled
General Setup Self Assigned Address:
Remate Services: Enabled TCP/IPvE: Enabled
Remote Software Download: Envbled Link Local Address: fed0-9e93:4eff-feau BbIF
Remote Services Trans. Time: 1254 Use Router Supphed Prefix: Enabled
Xerox Workplace Cloud Disabled Stateless Global Address 1 1d00:0:2:112:9e9 1:4eff-fean:8b%
E-mail Alerts: Disabled Stateless Global Address 2
Service Plan: PagePack Manual Address:
Billing Impression Mode: A3 Impressions DHCP Addressing: Use DHCP os dwected by a souter
Geographic Region: Western Hemisphare DHCP Address;
GMT Offset +05:30 Default Gateway:
Clorng Installotion Allowed {Encrypted Fites Onlyl DUID (DHCP Unegues [dentifeer]:
File Sharng Enabled DNS Settings:
JBIG2 Lassless Requested Host Narme: XRX9CIILEAABBIF
Energy Saver Verified Host Name:
Deep Sleep: Enabled Requested Domoin Name:
Energy Sover Mode; Jab Activoted Venified Domain Name:
Smart Proximity Sensor Multicast DNS: Enabled
Wake a0 Awrivol: Encbled Release DHCP Leases and DNS Registrati.. Disabled
Sleep on Departure: Disabled Primary DNS Server: 1061715
Prefer [PvB DNS over [Pva; Enabled
Software Versions Bonjour:
Device Software: 120042.103.33810 Bonjour Printer Nome: Xeron AltaLink xxxxxx (AABB:SF]
Patch Version Nore HTTP: Enabled
Network Controiler: 120.042.33810 Force Traffic over Secure Conngction (H. . Yes
U Panel Fismware: 003.002.00000 1pp Enabled
Morking Engne: 064.022.000 SNMP
Dacument Feeder: 001035000 SNMP v1iv2: Enabled
Finisher: 000.000.000 SNMP v3: Disabled
Fax: 000.000.000 LPRALPD: Enabled
Sconner: 017.022.004 Raw IP Printing: Enabled
Machine Upgrades: Not Allowed LDAP
Last Successful Upgrade; December 8, 2023 15:47:19 LDAP Server 1 Primary LDAP Address: 0.0.0.0:389
LDAP Server 1 Search Directary Root:
Media Trays LDAP Server 1 Secure Connection (LDA.. Disabled
Teay 1! Plain, White and A4 (210 x 297 mm) LDAP Server 1 Validate Server Certificats Disabled
Troy Z: Plain, White and Letter (8.5 x 117 SMTP
Tray 3 Plain, White and Letter (8.5 x 117) SMTP Server: 10.61.23.93:25
Tray 4 Plain, White and A4 {210 x 297 mm} Connect Encryption (TLS): No Encryption
Bypass Teay Flain, White ond Statement (5.5 x 8.57) Vabdote Server Certsficate (TL5)
Installed Options
5 Instatied

©2017-2019 Xetox Cosporation. All Rights Reserved. Xerox® and AltaLink® are trademarks of Xerox Corporation in the United States and/or other countries. Bonjour is o trademork of Apple Inc, registered in the U.S. ¢
ather countries, Trellix is  trademark of Musasubra US LLC. Mopria is a trademark of the Mopria Allianice. Wi-Fi® and Wi-Fi Direct@ are registered trademarks of Wi-Fi Alliance®, Wi-Fi Protected Setup™, WPA™ WPRAZ
and WPA3™ are trademarks of Wi-Fi Alliance®, The Bluetooth® word mark is.a registered trademark owned by the Bluetooth SIG, Inc. and any use of such marks by Xerox is under licanse
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Protocols {cont.)

POP3
POP3 Server:
POP3 Secure Connection [TLS]:
E-muil Address:

NTP;

FTP:

‘Web Services on Device:

\pps

Printing
Banner Sheet:

Eiror Sheets:

Paper Substitution;
Teay Prionity:
PostScript

Level:

Version:
PCL

Version:

Fant Name:
Custom Color Tables

Label:

Embedded Fax:
Fax Line1:

Fox Line2:

Server Fax:

Repository Protocol;
Repository Seiver:
Repasitory Decument Path:

Workflow Scanning:

Email:

Scan to Mailbox:
Starage Capacity (MB):
Starage Used (MEF
Cleanup of Public Folders:
Cleanup of Creoted Falders:
Clegnup Time:;

Scan to Home:

Scan To:

Cloud Services:

Print From:

Soved lubs for Repning:
Pont Fram USB:

Pant From MailBox:
Cloud Services:

Accounting

Accounting Mode:
Network Accounting

ecurity

Authentication Configuration

Machine Ul Authentication:

Horne:
Jabs:
Device!

Device Website Authentication;

Authonization:

Revrieve E-mail from LDAP:
Authentication Server:
Xerox Secure Access:
Audit Log:

IP Sec:
IP Filtering:
Security Certificates

Machine Certificate:

Raat Certificates Installed:
802.1x:

Authentication Methed:

Job Data Removal:

Scheduled:

FIPS 140-3:
TLS:

TLS Hash:

Trellix Embedded Control:

0.0.0.0:110
Disabled

Enobled
Possive
Enabled

Driabled
Enabied
Enabled
12345
Instolled

3021101

6

Couner
Enabled

Not Installed
not instolted

Enabled
FTP
1061.23.93.0
i

Enabled
Enabled
Disabled
23489 MB
1317 MB
Enabled
Enabled
Daily
Disabled
Enabled
Disabled
Enabled
Enabled
Enabled
Disabled
Disabled

None
Disabled

Locally on the Device
Unlocked

Unlocked

Unlocked

Locally an the Device
Locally on thie Device
Enabled

Kerbercs

Disabled

Engbled

Disabled

Disabled

Signed

66

Disobled
EAP-MS-CHAPv2

Disabled
Disabled
TS 11 and TLS 1.2

SHA-1, SHA- 256 and above

Enhanced Security

Configuration Report
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